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Executive summary

Everyone who lives on, or visits, Jersey relies on 999/112 services being available if they need
to get help in an emergency.

Duringtheper i od fr om J an u ReleyantPevsiod’A)p99/112 serdicBsh0 ( t h e
Jersey failed — not just once, but multiple times, and in at least one incident affecting one
operator (on an intermittent basis) for a period of nearly two weeks. At one time or another,
these outages affected all customers in Jersey on every network. Some of the failures were
identified at the time; others were only identified in hindsight.

Taken in the round, the availability of 999/112 services in Jersey during the Relevant Period

fell far short of whatthelersey Compet i ti on andIJCREgwlratdhey Auth

“Authority” ¢onsiders to be an acceptable level of reliability and safety.

As soon as it became aware of the issue, and once service had been restored, the Authority

launched an investigation to understand how and why these problems occurred, and what

steps would be necessary to prevent them from happening again. The Authority has also

taken into account an investigation undertaken by the Justice and Home Affairs Department in

Jersey ( t HHAD” “)which directly oversees the operation of the emergency services. The
findings of that i nves t iJHADRepont” nfhatafornes past @ the o u t
evidence considered by the Authority.

The JHAD Report found that the most significant underlying problem has been the failures on
the part of JT (Jersey) Limited ( JT” Wwhen implementing a new IT system. These failings were
not a single incident but a pattern of failure and avoidable problems. JT knew that its system
was a source of risk in 2019. It adopted an approach that it now accepts did not meet relevant
international and industry standards. Knowing of the risk to 999 services specifically, it
adopted eanc‘er’'i nagrr angement that was designed
achieve its objective. JT did not test the system properly or to realise, when problems arose,

that 999/112 services were likely to be affected. Months after initial problems, changes were

still being adopted in an uncontrolled and untested way that resulted in further outages. The
JHAfoundthatt he r easons provi ded réngefrdmlconfiguwationt h e
errors, human error, poor change control, interconnect issues between JT and Sure and poor
testing following platform changes being made”. Any one of these errors would be a source of
concern and a trigger for remedial action. Taken in the round, and especially recurring in
sequence, they imply deeper failures of rigour and approach during the Relevant Period.

TheJHADc o n s i d e r ailurds teached the pointsof béing “completely unacceptable”.
We agree. JT' failure to manage its systems properly and safely put people in Jersey at risk of
finding that they could not reach an ambulance, police, coastguard or fire service when they
needed it. Only the availability of the Jersey Police to step in and take on call handling duties
protected users from an even greater degree of risk.
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1.7 Foritspart,Sure( J e r s e y )Surd” ipught tb lavk knpwh that a failing interconnection
link was a single point of failure for its 999 traffic, meaning that Sure customers may have
been unable to access 999 calls reliably for nearly two weeks. This type of avoidable error is
unacceptable in relation to these vital services.Soi s S ur e’ s seftrerewasiar e t o r e al
problem for so long (12 days). Indeed, the lingering problem was only identified and resolved
when it escalated into an outage affecting all Sure customers.

1.8 The Authority has determined that JT and Sure each failed to comply with their licence
conditions in important respects. This Decision sets out the steps that Authority is requiring
those licensees to take to help avoid future incidents and restore confidence in emergency
services.

1.9 Regardless of the way they choose to support that service, every licensee is accountable for
the reliability of the emergency calls access provided to its own customers. For the reasons set
out in this Decision, the Authority has today issued Directions to each of JT and Sure. The
Authority is also holding discussions with the other two operators (Airtel-Vodafone and
Homenet) to make sure the implications of this Decision for all licensees is understood.

1.10 Although every operator is accountable for their own services, as a critical supplier of Call
Handling Ag e n cCMA” §efVices to all operators (under the current arrangement of services
in Jersey), JT has a particularl yismnomportant r
directly licensed by the Authority, the Authority considers that the problems with the CHA
service have created substantial risks and difficultiesfor) er s ey’ s operators and
The Authority expects all the operators to work together and with JT to fix those problems and
to make sure that they do not recur.

1.11 This Decision sets out Directions which form part of a coordinated approach which the
Authority is undertaking to restore reliability and confidence in 999/112 services in Jersey.
This approach includes the following additional actions:

(a)  Revised guidelines setting key performance indicators for 999/112 services; and

(b)  Further steps that the Authority expects all operators to adopt, including regular
monitoring and annual audits of resilience and stability of 999/112 services.

The Authority anticipates that it will be in a position to publish these guidelines and further
steps for consultation either in later 2020 or the early part of 2021.

1.12 This Decision is not the final step in the Authority’ s i n v e s tAithpritytalsodasthe T h e
power to impose a financial penalty on a licensee, in addition to a Direction. The Authority has
not yet taken any decision whether or not to impose a financial penalty on either or both of JT
or Sure.

1.13 This Decision does not address a further incident that occurred on 12 July 2020, in which the
JT network suffered an outage affecting all JT services, including access to emergency services
by JT customers. The Authority’Y s i nvestigation into that i nci de
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2. Regulatory framework

Summary

2.1 This section briefly sets out the main elements of the legal framework relevant to the
A u t h oinvestigationslt addresses the regulatory obligations that apply to licensed
telecommunications operators in Jersey in relation to 999/112 services, and that are relevant
to this Decision.

2.2 The key points are that:

(@) Each 1l icensee’ s 998/bl2 sergcasis seoutinticence pondidians. d e
Those conditions require that each operator provides 999/112 servicesa v a i btany | e
time’ (Condition 14) and also that operators must notify the Authority about any fact or
event that might affect their services (Condition 2.4(a));

‘

(b)  If an operator contravenes a licence condition, the Authority can enforce that condition
by issuing a Direction and/or imposing a fine; and

(c)  The Authority has other relevant powers to enable it to enforce and improve the
regulatory regime, including to gather information or modify licence conditions.

Telecoms in Jersey is regulapgtnarilyvia licenceconditions

2.3 InJersey, telecommunications are governed by the Telecommunications (Jersey) Law 2002
( t Hrelecofhs Law” )Pursuant to Article 2(1) of the Telecoms Law, a licence is required to
run part, or all, of a telecommunications system.

24 JTandSure( t o g e t Hieensees” tpathehave licences authorised by the Authority.J] T’ s
renewed | icence was ilJflicene”d)S.0o nrendwed lidencemas 2 01 7 ( t
i ssued on 1 Sepuredicerite!¥ 4 . 2015 (the “

2.5 Condition 14 of each of the JTand Sure Licences( her ea f t er , i $ e @ oPubiict | ee n ¢ e’
Emergency Calls’ n eadh case, it provides that:

14.1 The Licensee shall provide a public emergency call service, being a
Telecommunications Service that enables a User at any time and without
incurring any charge or using any coin or token, to communicate with the
police, the ambulance or fire services or the marine search and rescue
services and to notify them of an emergency by using Customer Premise
Equipment lawfully connected to the Licensed Network at any place in the
Bailiwick of Jersey.

14.2 The Licensee shall ensure that codes 112 and 999 and other codes which
may be designated as emergency access codes are exclusively reserved for
calls to emergency services.

1 Other licensed providers offering voice services (and hence 999/112 services)are) e r s ey A i AitekVbdafaéne’ rjrid Hoeenet ( *
Limited( * Homenet ' )

6
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14.3 The Licensee shall make such emergency call services available, at
reasonable cost, to other Licensed Operators within the Bailiwick of Jersey.

2.6 Condition 2.4(a) of each Licence provides that:
Subject to Condition 8 [Force Majeure] the Licensee shall notify the JCRA of the
occurrence of .....any fact or event likely to materially affect the Licensee’s ability
to comply with any Condition including any change to the Licensed
Telecommunications System which may detrimentally affect the permanence,

availability or quality of the Licensed Telecommunications System or
Telecommunications Services.

The Authoritycanenforce licence conditiortsy issuing a Direction

2.7 The Telecoms Law provides that:

where, in the opinion of the Authority, a licensee is in contravention of a condition
contained in a licence, the Authority shall give a direction to the licensee to take
steps, or specified steps, to ensure compliance with that condition.?

2.8 Adirection shall:
(a)  specify the licence to which it relates;

(b)  name the licensee or specify the class of persons to whom the licence has
been granted; and

(c)  specify the condition contravened.?

2.9 Article 19(4) sets out that a direction:

(a)  Shall require the licensee to act or not to act, according to the nature of the
condition and the contravention, in a manner specified in the direction;

(b)  May require the licensee to take steps, or specified steps, to remedy the
effects of the contravention; and

(c)  May be modified at any time by the Authority, but only by giving a new
direction in accordance with this Article.

2.10 Article 19 also provides for instances in which the Authority should refrain from issuing a
Direction. Specifically, Article 19(2F) stipulates that:

the Authority shall not give a direction or notification under this Article if it is
satisfied that its duties under Article 7 [Duties of Minister and Authority] preclude
the giving of a direction.

2.11 Article 19(2G) allows that:

2 Article 19(1) of Telecommunications (Jersey) Law 2002
3 Article 19(3) of Telecommunications (Jersey) Law 2002
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the Authority shall not give a direction under this Article [19] if it is satisfied that —
(a)  The contravention of the condition is trivial; or

(b)  The licensee is taking reasonable steps to comply with the conditions and
to remedy the effects of the contravention.

212 T h e A u tviewof Articley19(2G)(b) is that in assessing the reasonable steps that the
| i c e istmking’, thé Authority can, and should, consider the steps that were taken before,
during and following the contravention—i n ot her wo isthking” tahree whoortd st o“ b
constructed narrowly as relating solely to the point in time when the decision to issue a
Direction is taken (although steps being taken at that point are also likely to be relevant).
Instead, what Article 19(2G)(b) requires is that the Authority to consider the steps taken by
the licensee at each of the relevant points in time considered in the investigation, and assess
whether, in the round, those steps fulfil the statutory purposes that would otherwise be
served by issuing a Direction, so as to render such a Direction inappropriate.

2.13 Condition 5.1(b) of each Licence provides that, in addition to complying with the conditions of
their respective licences:

.... the Licensees shall comply with any direction duly issued by the JCRA....

TheAuthority canmodify licence conditions

2.14 The Telecoms Law provides for the Authority to modify licence conditions. Article 18(1) of the
Telecoms Law specifies that:

the Authority may, of its own motion or on the application of any person, modify
any condition contained in a licence ...

2.15 Asset outin Article 18(3):

the power to modify a condition contained in a licence includes the power to
insert a new condition or amend or delete an existing condition ...

2.16 Condition 6.1 of each Licence provides that:

the JCRA may from time to time modify, delete or add to any Condition in this
Licence. Any modification, deletion or addition to the Conditions shall be made in
accordance with Article 18 of the Telecommunications (Jersey) Law and any other
requirements under any applicable Law.

The Authority’s power to gather informat.i

2.17 Article 23 of the Telecoms Law provides the Authority with the statutory basis upon which it is
able to request information. Article 23(1)(a) allows the Authority, by notice in writing to:

require any person to produce to the Authority, or any person appointed by it for
that purpose, any documents specified or described in the notice that are in the
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custody, or under the control, of the first-mentioned person and specify the time,
manner and form in which those documents are to be furnished.

2.18 Condition 4 of each Licence stipulates that the Authority is authorised to gather information
from any licensee.

(a) Condition 4.3 states that:

the JCRA may require an examination, investigation or audit of any aspect of the
Licensee’s business relating to the Licensed Telecommunication System or its
compliance with the Conditions and the Laws, and the Licensee shall provide any
assistance requested by the JCRA in relation to any such examination,
investigation or audit. The JCRA may issue directions with regard to the manner in
which such an examination, investigation or audit is carried out, including the
creation of financial and/or technical specifications or documentation.

(b)  Condition 4.4 states that:

in particular, the JCRA may authorise a person to carry out an examination,
investigation or audit or may require the Licensee to arrange for an examination,
investigation or audit of any aspect of the Licensed Telecommunication System to
ensure compliance with the Conditions. The Licensee shall allow the JCRA’s
authorised representative to attend at, enter and inspect any premises under the
Licensee's or any of its Subsidiaries or Joint Ventures control, and to take copies of
any documents and to acquire any information in the control of the Licensee or
any of its Subsidiaries or Joint Ventures, as may be required in order to carry out
the examination investigation or audit.

(c)  Condition 4.5 states that:

the Licensee shall bear all reasonable costs associated with any examination,
investigation or audit conducted under this Condition 4.

The Authority can fine operators who have contravened licence conditions

2.19 Article 19A of the Telecoms Law provides that where a licensee has contravened or is
contravening a licence condition, the Authority may, in addition to, or in place of a Direction
or other remedies,

Make an order imposing a financial penalty on the licensee for the
contravention.*

2.20 The maximum penalty that can be imposed is 10% of turnover.®

4 Telecoms Law, Article 19A(2).

SArticl e 19 A(AYipancimlpeaaityiindoesed onta licensee of, if more than one financial penalty is imposed, the total of those
penalties, must not exceed 10% of the turnover of the licensee during the period that the licensee was in contravention of the condition
contained in the licence, to a maximum period of 3 years.’
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2.21 The Authority has made no decision whether to exercise its power under Article 19A in

relation to the contraventions set out in this decision.

NON-CONFIDENTIAL
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3. The Authority’s investigation

Summary

3.1 This section explains the steps that the Authority took in conducting its investigation, including
the draft decisions that were issued to JT and Sure.

Prior to the investigation

3.2 Asdiscussedinsection4,t he Aut hority’s predecessor, t he Ch
Regulatory Authority® ( CICRA” Was informed on 10 April by Sure that there had been an
outage on 9 April 2020. At the time, Sure notified CICRA of a 30-minute outage and that
service had been restored. A week later, Sure further assured CICRA that the problem had
been fixed.

3.3 Based on the information available to it at the time (that the outage was limited and that the
problem had been promptly and conclusively fixed), CICRA opted to take no further action at
that time.

The Au tlnvestigationy ' s

3.4 Following receipt of the JHAD Report on 13 May 2020,anda f t er a s hort del ay a
to allow it to undertake further short-term efforts to address the service problems, the
Authority notified all of the licenced operators in Jersey on 12 June 2020 that it planned to
launch an investigation.” This included notifications to Airtel-Vodafone and Homenet (the
other two licenced operators in Jersey aside from JT and Sure).

3.5 The notifications indicated that the objective of the investigation was to:

(a)  consider the problems experienced with emergency calls in Jersey since the beginning
of 2020; and

(b)  identify the root cause of the issues of the end-to-end 999/112 service provided by each
licensee to its customers.

3.6  Reflecting the findings of the JHAD Report and on the basisof Aut h o r i toalldcsteditsu t vy
limited resources in a manner which accords with the efficient use of public finances, the
scope of the investigation was limited to JT and Sure. Nevertheless, the Authority has also
considered the implications for the other licensed operators offering number-based voice call
services in Jersey — see section 6.

3.7 To progress its investigation and to seek specialist technical advice on the issues relating to
999/112 services, the Authority exercised its right under Condition 4 of each Licence and
engaged Cognitio Consultants Limited ( Cognitio” .)Cognitio was given the following terms of
reference:

6 CICRA exercised the authority of each of the JCRA and its counterpart in Guernsey.
7 Letter from JCRA to JT dated 12 June 2020; Letter from JCRA to Sure dated 12 June 2020.

11
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(a)  What caused the issues that have affected the end-to-end emergency call handling
services in Jersey since 1 January 20207?

(b) On whi c h netwoekdidthedault{s)soccur?
(c) How did the issues impact on the emergency call handling service?
(d)  What actions have been taken to resolve the issues?

(e)  What testing was carried out to ensure that the issue identified was resolved
satisfactorily? Was testing required with any interconnected party? Was such testing
carried out successfully?

(f)  Are any issues still remaining or are any issues still seeking a permanent solution? If so,
what issue, what is the current work-around and what is the timescale for a permanent
resolution of the issue?

(g) Were the JCRA notified regarding each and every issue that affected the emergency call
handling service during the period under investigation?

(h)  Did all licenced operators comply with their relevant licence conditions?®

3.8 On 18 June 2020, the Authority issued each of JT and Sure with a questionnaire. The responses
to these questionnaires were included as annexesinC o g nirteip®'r & entitled ‘1 ncg
Report and Recommendations9 99 /112 i n J et t EKagnitid Reporth)g, 2WRIO h
was issued on 7 July 2020.°

The Aut horedDirgctioas Pr opos

3.9 Having considered the findings of the Cognitio Report, the Authority wrote to each of JT and
Sure on 22 July 2020. In each case, the Authority:

(a)  Setoutits opinion that the relevant licensed operator had:
(1) failed to manage and provide the public emergency call service; and

(2) failed to notify the Authority of all the network issues contrary to Condition 2.4(a)
of their respective licences.

(b)  Set out the analysis behind its conclusions (and included the relevant evidence,
including material from the JHAD Report) and the Cognitio Report in full, as well as the
material received from each licensee.

(c)  Gave written notification to the relevant licensed operator of its provisional decision
that the relevant licensed operator had contravened Condition 14 of its licence.

8 JCRA brief to Cognito Consultants.

°The Sure response had certain material Sure considered to be confidential redacted. This report was the first report commissioned by

JCRA from Coghnito in relation to this matter, and dealt with an initial investigation of the root cause of 999/112 failures in the first half of

2020.

¥I'n the case of Sure’s response, certain specific confidential inf

12
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(d)  Gave written notification to the relevant licensed operator of its proposal to issue
Directions to the relevant licensed operator pursuant to Article 19(1) of the Telecoms
Law and Condition 14 of its licences.

(e)  Set out proposed Directions applicable to the relevant licensed operator (see
paragraphs 3.10 below).

(f) Indicated that the relevant licensed operator was entitled to provide the Authority with
written representations by 5 August 2020 concerning the proposed Directions in
accordance with Article 11(3), 19(2) and 19(2B) of the Telecoms Law.

3.10 The Authority set out three proposed Directions in relation to each of JT and Sure:

(a) Direction 1: Provide access to independent auditors appointed by the Authority to carry
out an audit on the governance and project management that led up to the issues and
incidents identified in the Cognitio Report.

(b)  Direction 2: Provide access to independent auditors appointed by the Authority to carry
out an audit of processes and especially governance that would ensure no future
incidents of this nature occur. This audit would be cross-domain and focused on the key
issues identified in Section 8.2 of the Cognitio Report.!!

(c)  Direction 3: To carry out 30-minute cycle testing of networks for the foreseeable future
or until such time that a method of assurance for 999/112 services are agreed by all
parties.

3.11 Furthertothis,th e A u t Ietbens tio T gnd Sure of 22 July 2020 each indicated that the
Authority considers that it will be necessary for appropriate Key Performance Indicators
(“KPIs”) to be put in place to monitor and ensure that all licensed operators operating in
Jersey comply with Condition 14 of their respective licences going forward.

3.12 In addition, the Authority also set out the requirements it intended to issue to all licensed
operators operating in Jersey to ensure that the high standards of emergency call services are
supported by robust operational and business practices:

(a) Common requirements for the emergency call service; and

(b)  Auditing and review requirements.

J Tresponse
3.13 T provided a written response to the Authority on 5 August 2020.

3.14 In summary, JT maintained that it has taken reasonable remedial steps following the failures
in the provision of emergency call services in Jersey during the period under investigation and
indicated that it had taken on board the recommendations of the Cognito Report.
Nonet hel es s, J T wel c o me ddatcdpted edcluofthed it thyo'rd tiynh v e
proposed Directions.

11 Cognitio Report, Section 8.2 - Recommendation 1 — Process and Governance Audit

13
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3.15 JT also welcomed discussion with the Authority to ensure a clear understanding of the

emergency service KPI requirements. In particular, JT:

(a)

(b)

sought further clarification on the measurement of the Auth or i t vy’ s

availability KPI; and

raised

S Ome

objecti omerganay CalHa en d p EGHgalld 4 |

centre should be expected to provide sufficient network, system and human resources

such that, in any 24-hour period, 99% of incoming calls wait less than five seconds

before being answered. JT instead favoured a target of 95%.

S u r respanse

3.16

3.17

3.18

3.19

3.20

3.21

Sure provided a written response to the Authority on 5 August 2020.

In summary, Sure accepted that there had been an issue with emergency call services in Jersey
during the Relevant Period and that this could never be considered a trivial matter. As regards
an alleged contravention of Condition 14 of the Sure Licence, Sure maintained that it was not
accountable for Incidents One, Two, Five and Six as set out in the JHAD Report (see paragraph

4.18 below) on the basis that these related to the CHA function within JT.

In relation to Incidents Three and Four as set out in the JHAD Report (see paragraph 4.18
below), Sure responded that, in so far as it bore responsibility for these, it acted immediately
to rectify the issue and continued to take action to ensure that measures are in place to

prevent a reoccurrence.

Sure disputed that it had contravened Condition 2.4 (a) of the Sure Licence, on the basis of the
emails that it had sent to CICRA on 10 April and 17 April 2020.

n

rel ati

on

to

the Authority’s

proposed

target which required all licenced operators in Jersey to maintain network availability such

that in any given calendar month the service will be available at least 99.999% of the time,

may be disproportionately high.

Sure also raised a procedural point in relation to the period for representations to be made on

the Proposed Directions. In relation to that issue:

(a)

(b)

Sure contended that, based on Article 19(2A) of the Telecoms Law, the Authority should
have provided Sure with a period of 28 days to make representations, rather than the
14 days afforded inthe A u t h o 22 July lgttersSure acknowledged the Authority’ s
view of the need for urgency given that access to emergency services is a paramount

concern.

Apart from its view of the statutory period, Sure did not advance any substantive

argument or evidence as to any disadvantage it had in fact suffered as a result of the

shorter period.
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(c) Inanyevent, on 19 August 2020, the Authority granted Sure an additional 14 days -
until 2 September 2020 - to make any further additional representations it wished to
make in response to the proposed Directions.

(d)  Sure wrote to the Authority on 1 September 2020 indicating that it had neither any
further comment to make, nor any further evidence to present in response to the
Authori t y ' s 2020 2ettes to Sure.

Confirmation of factual materiahd evidence considered

3.22 During the period when it was considering the JT and Sure responses to the proposed
Directions, the Authority provided each of JT and Sure with a copy of an earlier draft of
Section 4 of this Decision and a copy of Annex 1, setting out the evidence considered by the
Authority.

3.23 The Authority received feedback from each operator, which has been considered and taken
into account, where appropriate, in this Decision.

QUre’'s additional submi ssi on

3.24 During the process of confirming factual material and evidence, it became apparent that
(contrary to the Authority’s wunder sTheanding),
Authority therefore provided Sure with an additional opportunity to make any points that it
wished to make in responsetothe f u | | version of that Report (“

325 Sur e’ s addi tsiwerepimsimmarytbatni s s i on

(a) The JHAD Report in full reinforced the points that Sure had made in its earlier
submission.

(b)  Sure questioned whether Cognitio had seen the full JHAD Report and took issue with
what it cheaegaatewies gt t a stogvhavitedescridlesypgstheo g ni t i o
failure in network connectivity (the issue on the JT and Sure interconnection) and the
failure of the call centre functionality (that is, the platform used for the ECH Service, or
PartB) Sur e considers thatcauchededqhalbougédi gt i
recommendation (R1) that both JT and Sure should be subject to an independent audit
of certain aspects of their operations.

’

(c) Surerepeating Sure’s argument cqndotandavilisos ed i n s
be held responsible for JT's poor project management’'a n d it woaldbe ‘
disproportionate and unacceptable to Sure if the Authority’s Final Decision were to apply
the remedies to Sure that are focused on addressing issues that were — and continue to
be - completely outside Sure’s control’

(d)  Noting that JT had not notified Sure of any of the Incidents One, Two, Five or Six, and
that had Sure been aware, ‘This may have also made us more alert to the interconnect
failure’ t hat |l ed to I ncidents Three and Four

15
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(e)  Emphasising that the failure in Incident Four was an intermittent, not a continuous,
failure.

(f) Providing some further detail on the calculation of the number of calls recorded as
having failed in respect of each network —in summary, ‘the JT number s ... an
underestimate’, as it relies on customers reporting their failure to reach 999.

3.26 These additional submissions are discussed where they arise in section 5.

Cooperation with the investigation

327 Both operators have cooperated winbtimelywag Aut ho
to requests for information and generally being available to assist the Authority to complete
its work. Notwithstanding our findings, we acknowledge the prompt and professional
engagement of the teams from both JT and Sure throughout the investigation.

3.28 We specifically acknowledge the cooperation of specific licensees at key moments in the
investigation:

(@ J T’s decision to commence i mplementing the
this decision;

(b) S u r willingness to provide any additional comments on the JHAD Report promptly (to
a timetable nominated by Sure), at a point when it became apparent that, contrary to
the Authority’s previous halHAD Repostinfallh di n g, Sur

3.29 The degree of cooperation by a licensee is not relevant to the question of whether a
contravention has occurred, nor does it affect directly the decision about what remedies to
impose in any Direction. It is likely to be relevant to take into account as one factor (amongst
others) in any subsequent decision to impose a fine.
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4., Relevant facts

Summary
4.1 This section summarises the facts relevanttothe A u t h e invéstigation. It includes:
(a) Some information explaining how calls to emergency services are provided in Jersey;

(b) Brief information about J T’ s“Avay& gystem)ifoo n t o mc
its CHA platform in 2019;

(c)  Theinformation available to public agencies in Jersey during early 2020 (which led to
theJHADReporta nd t he | aunch of the Authority’ s ir

(d)  Details of the six incidents referred to in the JHAD Report, each being an outage or
instance during the Relevant Period when access to emergency calls in Jersey was
impaired for at least some consumers; and

(e)  The findings of the Cognitio Report.

BackgroundCalls to emergency services in Jersey

4.2 Asnoted in section 2, each licensed operator has an obligation under their licence to ensure
that they offer 999/112 calls at any time, and at no charge. Each licensed operator in Jersey
that operates an access network (that is, a network that offers fixed line services or mobile
services) uses their infrastructure to allow 999/112 calls to be made free of charge on their
network. But this is only one of three elements needed to provide a full end-to-end 999/112
service. The other two elements are:

(a) Therole of the CHA; and

(b)  The role played by the emergency services themselves in receiving and dealing with the
calls. There is no dispute (as far as the Authority is aware) by the licensees that, at all
times, the emergency services in Jersey have played their role fully and without
interruption or incident.

4.3  Currently, JT undertakes the function of CHA for the provision of public emergency call
services for all licensed operators in Jersey. 999/112 calls which originate from another
|l icensed operator (i.e. ot her dredpassedovedfah s own d
interconnection circuit c¢ onllimrenetworlgThasehat oper a
interconnect links are governed by separate commercial arrangements between JT and each
of the other licenced operators. The terms of those arrangements determine the service
provided by JT with its associated interconnection charge (the service is charged in relation to
the duration of the 112/999 call).

4.4  When the service is operating properly, all 999/112 calls — whether they have originated on
the JToranotherl i c e ns e d nebwpre-mradnswarédby) T’ s cal | dwesntr e, r
the ECH team, which is staffed by a small number of operators.

17
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4.5 The ECH team answer the calls and redirects them, together with limited handover
information, to the relevant emergency service. The ECH team also undertakes call centre
work separate to this function when there are no 999/112 calls to be dealt with.

4.6 This diagram, taken from the draft Code of Conduct proposed by JHAD, illustrates these
relationships®?:

“ L - m

o
-
‘:E JT CONTACT CENTRE (ANSWERS CALL AND THEN
o ONWARD PROVIDES TO RELEVENT SERVICE)

JT CORE NETWORK (CARRIES CALL TRAFFIC)
<<
'Q_: Interconnect Interconnect Interconnect Interconnect
< link link link link
a

IT Sure Airtel Oottel:t:)r
Subscribers Subscribers Subscribers P :
Subscribers

4.7 Asaresult, the ability of each licensed operator (other than JT) to offer 999/112 calls to its
own customers depends on that licensed operator successfully delivering or purchasing:

(a)  An effective interconnection with JT; and
(b)  Call conveyance to the Contact Centre

(c)  Call handling by the relevant CHA (in this case, JT).

BackgroundJ T'' s deci sion to adopt the Avaya sy

48 Prior to 2019, J T’ s C hitkractive Ihtélliged ¢ dNIN” 9 , s whi €t k n
was reaching the end of i tAuthouity esa bilnev elsitfieg.a tA so n
states:

Historically, the JT Emergency Call Handling Agent (CHA) function utilised the
Interactive Intelligence call handling platform to handle all calls into JT’s call
centre, including 999/112 ES calls. By the end of 2019 the ININ platform was out
of support and noted as a risk on JT’s corporate risk register. A project was

started to replace the ININ platform and new supplier, Avaya was chosen to

12 The Authority acknowledges that while this diagram is taken from draft Code of Conduct, it should be noted that the diagram was
originally provided to States of Jersey Police by JT.
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install their Oceana product set. During the Avaya platform deployment and
following reliability issues with the ININ platform (including the loss of call
recording), JT took the cautious decision to move the CHA 999/112 services to a
simplified, ring-fenced Avaya solution to minimise exposure to the Avaya
implementation and ongoing development. This work was carried out on 6th
December 2019 and key members of JHA were notified.

4.9 Atthetime, JT did not notify the Authority about the risks arising from ININ being
unsupported, the loss of call recording capabilities nor the decision to move to a new platform
for emergency services.!

4.10 The Authority understands the reference to ensuring that 999/112 services should be
str uct ur enthimiseaxposause to theAvdya implementation and ongoing
development” refers to the fact that JT was also adopting Avaya’ s O @latfarm to support
its call centres for commercial purposes.

Informaton available to public bodies in Jersey during 2020

4.11 The Jersey police were aware of service outages on 20 January 2020 and 7 April 2020 and
worked with JT to restore service. JT did not notify the Authority about either service outage.

4.12 On 10 April 2020, CICRA received an email from a senior executive at Sure reporting that Sure
had discovered that some emergency calls from Sure numbers in Jersey had failed during the
latter part of the previous evening (9 April 2020). Sure stated that it had been made aware of
the issue at 23: 00 on 9 AtmaethdproBletmo@ faultanl | owi ng
one of JT’s interconnectors.” ** Sure reported that the problem had only been sustained for 30
minutes and that it had been resolved by 23:30. It also noted that it had informed the States
of Jersey Police, other emergency authorities and the Jersey Digital Policy Unity of the issue,
as well as liaising with JT.

4.13 Subsequently, at 18:31 on 10 April, Sure confirmed that the solution that had been put in
placeat 2 3 : 3 0 o nfullpresillert”r ial n dwatsh a“t it had no pl ans
which had failed.”

4.14 On 17 April 2020 Sure emailed CICRA again, assuring CICRA that the solution which had been
in place since 9 April 2020 continued to be effective and that Sure had confidence in the
resilience of the solution going forward.® Sure confirmed that JT was still in the process of
investigating the technical reason for the incident at that point and that lessons learnt were
being progressed between JT and Sure.

4.15 In May 2020 the JHAD commissioned a report into the resilience and future operation of
emergency call services in Jersey. This was published as the JHAD Report. This was in response

13 Sure notes in its evidence to JCRA that JT did not inform Sure of any of these risks.
4 Email sent from Sure to a senior executive at CICRA at 11:27 on 10 April 2020
15 Email sent from Sure to a senior executive at CICRA at 18:31 on 10 April 2020
16 Email sent from Sure to a senior executive at CICRA at 16:41 on 17 April 2020
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4.16

4.17

JCRA

t o tidher thdn normal number of recent failures”” during the period from January to
April 2020, which the JHAD had been alerted to by the States of Jersey Police.

The JHAD Report included a completed 999 Failure Timeline for the period from 20 January to
30 April 2020 setting out six incidents referred to at paragraph 4.18 below.

The Authority received the JHAD Report (v1) on 13 May 2020.8 It was also provided by the
JHAD to JT (who also subsequently received a copy of a further version (v2.2.) of the Report.?®
Sure received a copy of the full JHAD Report (both versions) on 9 October 2020.%°

Thesix incidents

4.18

Six specific incidents of failure were identified in the JHAD Report (based on information
provided by Jersey Police) as occurring during the Relevant Period. These were as follows (as
reported in the JHAD Report): 2

(a) Incident One: 20 January 2020 - 16:21 —19:46 (3 h, 25 m)

(1)  During this period all 999/112 calls made in Jersey by-passed the ECH team at JT,
resulting in the failover of those calls directly to the controllers at the States of
Jersey Police.

(2) These failovers were caused by unforeseen issues arising during configurations of
J T’ s Av a girg undegtaken Iy persdmnel in JT London based team.
Specifically, media servers had been configured for high availability, but had not
been set-up correctly.

(3)  Asaresult of the failure calls were diverted to the police, no missed 999/112 calls
were identified.

(b) Incident Two: 7 April 2020 - 11:50 — 13:47 (1h, 57m)

(1)  During this period there was an outage in relation to 999/112 calls made in
Jersey, resulting in no individual caller being able to get through to the
emergency services upon dialling either number.

(2)  The States of Jersey Police subsequently contacted 9 individuals who had
attempted to reach the emergency services during this period of outage but had
been unable to do so. It was confirmed that these individuals had been able to
reach the emergency services via another channel (for example, by calling the
police station directly via its telephone number). However, it is not known exactly
how many actual 999/112 calls were attempted during this outage period.

17 JHAD Report, page 1

18 This was version 2.1 of the JHAD Report.

19 For the purposes of this decision, there are no material differences in the versions of the Report.

20 The JCRA had previously understood that the JHAD Report had been provided to both operators by JHA, but in fact-checking for this
Decision, it because apparent to JCRA and to Sure that this had not occurred. Although the core facts concerning the outages were
extracted in the Proposed Direction, JCRA provided Sure with a further opportunity to make any additional points it wished to make in
light of that Report. Sure responded with additional comments on 23 October 2020 however these brought no new substantive material
to light beyond that which had already been considered by the Authority.

21 Except where otherwise indicated, the information in this section is drawn from the JHAD Report.
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(d)

(e)

(f)

(3)

JCRA

The outage was caused by human error and a Citrix glitch on the part of an
engineer at JT" london premises. This error arose in a context where there had
been insufficient governance, as well as a lack of peer review benchmarking on
the part of JT. The outage also demonstrated that the correct alarm mechanisms
were not in place.

Incident Three: 9 April 2020 - 14:50 — 23:30 (8h, 40m)

(1)
(2)

(3)

During this period there was a failure in the interconnect between JT and Sure.

This resulted in all 999/112 calls made on the Sure network during this period
being unable to connect with the JT 999/112 operators.

Subsequent to the interconnect failure, the States of Jersey Police requested call
data of each of the licenced operators in Jersey. In doing so, it became apparent
that 15 individuals had attempted to make a total of 47 calls to the emergency
services via 999/112 during this 8h 40m period. The States of Jersey Police
directly followed up with each of these 15 individuals.

Incident Four: 29 March — 9 April 2020 (12 days)

(1)

(2)

(3)

On further investigation in the aftermath of Incident 3 it became apparent that
the same issue which had caused it had in fact been a much longer running
problem than first assessed.

Over the course of a period of 12 days from 29 March to 9 April 2020,
intermittent failure in the interconnection between JT and Sure resulted in 127
calls from individuals who were subscribers to the Sure network being unable to
reach the emergency services.

The States of Jersey Police undertook a call back process in the case of each of
the 127 calls. 36 calls were to the police, 34 to the ambulance service and 2 were
to the fire service. 49 calls were accidental, 1 was a hoax and 5 were made for
unknown reasons.

Incident Five: 16 April 2020 - 13:00 — 15:30 (2h 30m)

(1)

(2)

All 999/112 calls made in Jersey during this period failed to reach the ECH team at
JT, instead routed straight through to the controllers at the States of Jersey
Police.

Given that the system routed calls through to the Police when the issues was
encountered, no missed 999/112 calls were reported as a result of this incident.

Incident Six: 17.39 on 29 April - 08:30 on 30 April 2020 (14h 41m)

(1)

For a period of 41 minutes between 17:39 - 18:20 on 29 April, there was a
999/112 outage across Jersey, resulting in no individual caller being able to reach
the emergency services upon dialling either number.
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(2)  The JT ECH service remained out of operation from 18:20 on 29 April to 08:30 on
30 April. All 999/112 calls during this period were failed over to ring straight
through to the States of Jersey Police controllers. #

(3) ThelHADReportn ot ed t he J H Athatthautmedriginab4t nainutd i
outage was due to system changes implemented by Avaya in Poland which were
replicated in the JT system without being tested.

(4) There were 60 attempts to call 999/112 during the 41 minute outage period, with
the majority of these being attributed to test calls. The States of Jersey Police
undertook a call back process in each of the other instances. Two individuals
were identified as having tried to contact the emergency services. One of these
was an accidental dial, and the second related to an individual who had
attempted to reach the ambulance service and was subsequently hospitalised.

The findings of the Cadio Report

4.19 The Cognito Report found that there were several areas where each of JT and Sure had failed
to apply best practice in dealing with emergency calls in Jersey, resulting in each operator
failing to ensure that their public emergency call service was available to the public at all
times.

4.20 The Cognitio Report noted that:

The report finds that there were several areas where both operators have failed
to apply best practice in dealing with 999 calls. Some Sure staff were unaware of
the traffic it was carrying (which should be a matter of concern for management)
and JT allowed changes to be made to an in service call handling system. Both
operators have taken steps to remediate the immediate fault and these steps are
liable to prevent such problems occurring again.

The investigation has exposed deficiencies in the change management and
project management in both operators and we recommend a further audit, within
this context of the recent incidents and a broader audit of the technology
management function at both operators. To be clear, the broader audit should be
conducted to ensure that new technology can fulfil the requirements of 999 call
handling and that there is governance in place to prevent such future incidents
and to ensure risk management mitigates any potential issues of similar nature.
The intent and purpose of the latter audit should be to ensure a more proactive
approach to managing critical communications infrastructure and
communication of incidents to the JCRA and agencies.

22 )T confirmed to the Authority on 8 October 2020 that this "out of operation" state was intentionally applied by JT as a precaution as part
of a decision made by operational management. If required, calls could have returned to JT overnight as the incident itself was resolved
but not closed.

22

NON-CONFIDENTIAL



JCRA

4.21 The Cognitio Report also indicated that there were deficienciesineachof) T’ s raenfd S u
change and project management functions and recommended that the following should be
undertaken in relation to each of JT and Sure:

(@) a f ur t h eensuraaundré proactive apgtoach to managing critical
communications infrastructure and communication of incidents to the JCRA and
agencies.” (the “Further Audit” )

(b)  abroader audit to “ensure that new technology can fulfil the requirements of 999 call
handling and that there is governance in place to prevent such future incidents and to
ensure risk management mitigates any potential issues of similar nature.”? (the
“Broader Audit” )

4.22 More specifically, the Cognito Report made the following findings:

(@) Bot h J T havaredmediated the imtediate technical issues” whi ch gave ris
the failures in the public emergency call service during the Relevant Period.

(b) Cogni ti o Strestaffisdould hova knowf that the failed link was carrying
emergency traffic,” and that “Sure management should have proactive measures to

mitigate such potential issues. "o gCn i t i o i n d ilaotteapbirdt was nottdwett t hi s “
upon” i n i ts i nv e shauldlgeahe subgeat of followtup wohka’t QCagdi ti o
al so noted t ha tinfitute ememahcy traffic will bedbetter priaritised”
by Sure.

(c) Withres pect to J T, t he C osgoold notihave alfowed or t f ound t

potentially disruptive configuration changes to affect emergency service call handling
and as a minimum should have had mitigations ready as a part of good project
governance.”

(d) Cognitio n o t e dbspitie both T antf Sure making reference to their adherence to
1ISO27k and standard project methodologies, these methods are not universally applied
nor is governance functioning correctly. ” C o g ni t i othisshoutd bexausefdr t h a t “
concern”  a n the nbaim subject of the recommendations” . 't fowamd t hat
measures have been put in place at both operators,”t h e shauld be verified
separately and independently as a matter of good governance for JCRA.”

() Bot h J T hadiedrnt gndiemleeddéd change as a consequence of the call
failures. ”

(f) Cognitio wel c oJimirddploying reqguldr 30antnutettelstiagtof it§ 999

service to ensure it is operational” g i v e n t lasytto unddrstasd metlodop n  “

assurance. **

2 Cognitio Report dated 7 July 2020, page 5
24 Cognitio Report dated 7 July 2020, page 18
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4.23 During fact-checking, Sure made a number of other submissions about points of factual detail
in the Cognitio Report that Sure considered to be incorrect or misleading.” These are
discussed as they arise in relation to specific contraventions in section 5.

4.24 One specific point that Sure raised is to question whether Cognitio had seen the full JHAD
Report. As the Cognitio Report itself makes clear, the primary evidence upon which it is based
is the material provided directly by JT and Sure to Cognitio.

25 Sure letter to JCRA, 12 October 2020 and the Sure additional submission.
24

NON-CONFIDENTIAL



JCRA

5. Analysis and evidence of breaches

Summary
51 Thi

s section sets out the Authority’s anal

contraventions of J T and/or Sure’ s rel evant

Breakdown of the six incidents into thresegories for regulatory analysis

5.2 Thesix incidents are described in section 4. In order to understand what contraventions may

have occurred, the Authority has grouped the incidents in the following way — in order, from

highest to lowest, in terms of their impact on users and hence, seriousness:

(a)

(b)

(c)

Cases where JT’s CHA failed, leading to a total outage. This describes what happened
in Incident Two, and also for 41 minutes during Incident Six. These cases resulted in all
customers on Jersey having a complete loss of 999 service.

Cases where the interconnection between JT and Sure caused problems. This relates
to Incidents Three and Four (Incident Three was a short outage that was discovered at
the time; Incident Four is the longer intermittent outage that preceded it but was not
discovered at the time).?® These cases involve some customers (that is, customers on

the Sure network) having a complete (or intermittent) loss of 999 service, leaving other

customers (on other networks) unaffected.

Cases where JT’s CHA failed and the States of Jersey Police stepped in take the
burden. This is what happened, in summary, in Incident One, Incident Five and for the
majority of the time in Incident Six. In these instances, emergency calls came through to
JT”s CHA but could not be dealt with
Police call centre, where those police call centre operatives took on an additional
responsibility to filterandre-d i r ect <cal |l s that s h o dHesd
cases did not result in any customers having a complete loss of 999 service.

5.3 Before discussing each of these three categories, we deal with a preliminary issue raised in

by

have

y s i

T.

Sure’s written representations to the Authori

Responsibility vaccountability

Sur e

S submission

5.4 Inits written response to the Authority dated 5 August 2020, Sure argued that it could not be

held liable for any failures set out in Incidents One, Two, Five or Six, nor for any failure to

notifying the Authority of them. This was on the basis that Sure regarded JT as bearing sole

responsibility for the provision of the CHA function on Jersey and that Sure only became

aware of t huaendl’sresponsé td Cogmito €onstiltants was shared with Sure by
the JCRA. **

26 The Incidents are numbered in order of their discovery, not chronologically.

7Sure’

S

l etter to theopgeBhority dated 5 August 20
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5.5

5.6

5.7

5.8

JCRA

In relation to Incidents Three and Four, Sure argued that it can only be held responsible for
the provision of a public emergency call service up to the point at which it hands the call off to
JT.

Sure challenged par agr apsi2Jdlydettentb it (Ronifitation of 1
a Proposed Direction) in which the Authority stated:

All Licensed Operators have a duty to provide a public emergency call service for
all emergency calls that can originate on their respective networks. Putting that in
clear terms, as a Licensed Operator your customers or users of your network must
be able to dial 112 or 999 in the case of an emergency and promptly be connected
with the correct emergency service.?®

In contrast, Sure maintained that it is only responsible for ensuring that its customers can dial
999 or 112 in the case of an emergency but that the responsibility for them being promptly
connected to the correct emergency service lies with JT.2° We refer to this as the “Limited
Responsibility Argument”.

The Limited Responsibility Argument was put again by Sure in correspondence and reinforced
in the Sure additional submissions (responding to the full JHAD Report). In that final
submission, Sure noted that:

In fact, the JHAD Report could not be any clearer that all recent failures have
originated in the platform used by JT for the Emergency Call Handling (ECH)
Service (referred to by the JHAD as Part B of the 999 service) and further, that the
issues have been due to JT changing its Avaya system. (Where the JHAD Report
states that the cause of one of the issues is still unclear, it has since been
established that this issue also originated with a fault in Cisco equipment on JT's
network.)

[..]

As we have said repeatedly, Sure cannot and will not be held responsible for JT’s
poor project management, and it would be disproportionate and unacceptable to
Sure if the Authority’s Final Decision were to apply the remedies to Sure that are
focused on addressing issues that were — and continue to be - completely outside
Sure’s control. That is, we see absolutely no justification for any audit of Sure’s
project management and change control procedures as the failures that occurred

in the changes to the ECH platform were entirely due to JT's mismanagement of a
JT project.

The Authority’s analysis

5.9

Condition 14 imposes an obligation on the licensee to make available an end-to-end service to
members of the public. It is not an obligation to provide any inter-operator or wholesale

28 JCRA letter to Sure dated 22 July 2020, Annex 1, Notification of a Proposed Direction
29 Sure letter to JCRA dated 5 August 2020
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service, such as conveyance of calls to a point of interconnection or call origination. This is

clear from the text of the obl Teecamminication{ wh i c h
Service” , whi c h i inthelitesceal sf ad estoefraweblic’ &  “herfadt that the

service must enable a “User” (i.e. a consumer) to communicate with the relevant emergency

services and, critically, to notify them of an emergency:

... to communicate with the police, the ambulance or fire services or the marine
search and rescue services and to notify them of an emergencyy using
Customer Premise Equipment lawfully connected to the Licensed Network at any
place in the Bailiwick of Jersey.

’

5.10 This obligation can only be met by an end-to-end service, meaning that the licensedop er at or ’ s
responsibility is only discharged when the 99
speak to the emergency services, for any reason, then Condition 14 is engaged and a
contravention is likely to have occurred. For this reason, the Limited Responsibility Argument
is wrong.

5.11 Givent h at Sure chooses to contract with JT for

a)

14.1 extends to monitoring and enforcing that contract in order to ensure that 999/112 calls

successfully reach the JT network and that those calls are subsequently handled appropriately

by the JT ECH team and passed expediently to the appropriate emergency service. Through its

contract, Sure maintains control over the elements necessary for its users to be able to reach

the emergency services, and Sure remains therefore accountable for failures in those

elements, where those are avoidable or otherwise fall withinitscontrol.J T’ s evi dence wa
that:

It should be noted that JT has provided the call handling service using its
reasonable endeavours without any formal service level agreement in place or
code of practice.

5.12 |If the inability of Sure to secure clear information or sufficient robustpe r f or mance fr om |
CHA arises in part from this lack of any formal arrangements between the companies, that is a
coll ective failure, but accountability for t h
call 999 rests with Sure.

5.13 Onthisbasis,we r ej ect Sure’ s submissions that

’

(a) Thefactthatthe source of failuresa f f ecti ng Sure’s customers :
CHA (in relation to Incidents One, Two, Five and Six) or may include amongst its causes
equipment issues within the JT network (in relation to Incidents Three and Four)
absolves Sure or means that it cannot be or should not be held accountable for those
failures, as the licensed operator subject to those obligations; and

(b) J Tpgerformance of its obligations under agreements with Sure (for example, in
providing Sure with CHA services), upon which Sure chose to rely for the delivery of vital
aspects of i ts 999 service, are outside Sur
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5.15

5.16

5.17

JCRA

accept that the CHA’ s r ol e OneTwa, Fiveand c a | ,

an

Six, the elementsintheend-to-e nd s er vi ce that failed occurred

’

not Sur e’ Howevereantaaty to the position taken by Sure, this does not mean
that it is not accountable for the performance of the service at all. Instead, as Ofcom has
described it in the UK regulatory scheme (which has the same structure of obligations as

Jersey):

1.4  Ofcom ... [sets] General Condition 4 (‘GC4’). Under GC4.1, [operators] must
ensure that any end-user can access the emergency organisations using the
emergency call numbers 112 and 999.

1.5 Although it is a matter for [operators] to determine how best to meet their
obligations under GC4 [the rule analogous to Condition 14], as a matter of
industry practice they have chosen to contract with an “Emergency Call
Handling Agent” (‘CHA’) to route their calls (and to provide accurate caller
location information) to the emergency services on their behalf. A CHA
effectively acts as a “call centre”, providing a point of interconnection for
calls that are being made over the [operator]’s network to the emergency
organisations.

1.6 Irrespective of whether the ‘CHA function’ is provided ‘in-house’ by the
[operator], or contracted out to a third party (i.e. the CHA), in order to
ensure the overall effectiveness of the emergency calling system Ofcom
would expect that any CHA operation is designed, implemented and
managed to suitably high standards.*°

The implication for | i c e n sopedatorswwhe hea thedurder
of ensuing 999/112 service is available. It is for operators to choose the approach that they
take to delivering 999/112 calls, including whether to have an in-house CHA or whether to
contract with a third-party for that service. In any event, contractual arrangements between
an operator and a CHA may affect who, as a matter of contract, is responsible for various tasks
to support 999/112 calls, but those contracts do not affect the underlying position that the
operator is accountable, as a regulatory matter, if those tasks are not performed adequately.
Thus, it is for the operator to assure itself that the CHA that handles its traffic is sufficiently
stable and robust in its business systems so that the operator remains complaint with its
regulatory obligations.

But it is also a matter of concern to the regulator to do whatever it can to ensure that CHAs
have operations that are desi gned, siitablpl
high standards” . We adopt the same approach in

It is relevant, of course, to consider the facts of each specific incident or contravention on
their merits. There may be cases involving an outage at a CHA which does not result in a

30 Ofcom, GC4 and the performance of emergency call handling agents — Statement regarding the handling of emergency calls by
emergency call handling agents, June 2013 (link).
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contravention by the supported licensed operator. We have considered the facts of each
incident individually.

5.18 We now deal with each of the three categories of incident described above

Islandwide 999 outages

5.19 During the whole of Incident Two (1 hour, 57 minutes) and for a portion of Incident Six (41
minutes), 999 services on Jersey failed entirelyas a resul t of failure of

Incident Two

5.20 In relation to Incident Two, the JHAD Report concludes that outage was caused by “human
error and a Citrix glitch on the part of an engineer at JT’s London premises, which resulted in
all 999/112 calls failing to be diverted through the ECH team at JT”.

5.21 This assessment was put to JT in the Draft Decision. JT did not dispute this characterisation of
the facts.

5.22 Itis not known exactly how many individuals attempted to call 999/112 during this period and
were unable to reach the emergency services. However, 9 individuals did contact JT
subsequent to the incident to confirm that they had been able to reach the emergency
services by a channel other than via the ECH team at JT.

5.23 None of the licensed operators in Jersey, including JT or Sure, appears to have realised at the
time that this outage occurred. None of the licensed operators, including JT or Sure, notified
the Authority of the incident. Failure to realise that outages were occurring was a particular
concern identified in the JHAD Report, which noted that the lack of automatic testing by the
operators meant that there was a “lack of clarity ... Urgent reassurance and clarity is required

in this area” 3!

524 Al t hough J T not eThe spedfic hature ofethe iinddents awwkich bcbuaed  ‘
highlighted the fallibility of standard platform monitoring in detecting the lack of presence
of small call volumes such as 999/112’ (i n r eCHA ihcidemts generally), wétkink
that this failure to realise that the outage occurred comprises information that JT ought
reasonably to have known, given that JT had taken steps to protect 999 service specifically on
the platformju s t a f ew ,uandthdk, as the GHA proVideretorall networks, JT was
best placed of any operator on Jersey to know the anticipated volumes of 999 calls.

Incident Six (outage)

5.25 From 17:39 to 18:20 on 29 April there was an outage in relation to all 999/121 calls made in
Jersey. This resulted in no caller in Jersey being able to access the emergency services upon
dialling either number during this period.

31 JHAD Report, page 2.
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5.26 There were 60 attempts to call 999/112 during this 41 minute outage.?? The States of Jersey
Police undertook a call back process. Two individuals were identified as having tried to contact
the emergency services during the 41 minute outage period. One of these was an accidental
dial, and the second related to an individual who had attempted to reach the ambulance
service and was subsequently hospitalised.

The Authority’s analysis
Outages; condition 14

5.27 These outages are the worst-case outcome for 999 services in Jersey and hence, the most
serious contraventions that can arise under condition 14.

5.28 Although both JT and Sure were in contravention of condition 14, these contraventions are
especially serious in the case of JT, given that it was best-placed to exercise direct control over
the problems with J T’ sMor€dastlythanamy othehperty, ATwoaly a p | a't
have taken the steps needed to avoid these outages. However, it did not take those steps.

5.29 It was not simply that JT had the misfortune to have bought a system that turned out to have
problems. As the JHAD Report explains, the failings that led to the Incidents were not outside
JT’s operations, b u tnewsearvicaaeleneedts weere testechand way i n  wh
introduced. JT knew in advance that there were problems with the Avaya system — for
example, it had already taken actions specifically designed to protect emergency calls from
being affected, just weeks before the first of the six Incidents:

By the end of 2019 the ININ platform was out of support and noted as a risk on
JT’s corporate risk register. A project was started to replace the ININ platform
and new supplier, Avaya was chosen to install their Oceana product set. During
the Avaya platform deployment and following reliability issues with the ININ
platform (including the loss of call recording), JT took the cautious decision to
move the CHA 999/112 services to a simplified, ring-fenced Avaya solution to
minimise exposure to the Avaya implementation and ongoing development. This
work was carried out on 6™ December 2019 and key members of JHA were
notified.

5.30 J Tévidence also notes that its system overall did not meet relevant international standards
or did it adhere to relevant Ofcom Guidelinesb u t  meim[ed]ltoyaligh’ wi th them, on
qualified basis:

Question 6: Does your organisation use ETSI standards for ES (Y/N)?

Yes, however due to the historic absence of an agreed code of conduct, the end-
to-end emergency call services across CP, CHA and EA have not been improved to
be fully compliant with the ETSI ES standard.

32 As highlighted in the JHA report
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JT are open to exploring opportunities to improve the end-to-end emergency call
services to align with or exceed the ETSI standards.

Question 7: If your organisation does not use ETSI as reference for ES, then
which standards does it uge

JT also aim to align with OFCOM Guidelines applied to a localised context.>

5.31 Inrelation to Incident Six, JT bore direct responsibility for the failure since the outage was due
to system changes implemented by Avaya in Poland which were replicated in the JT system
without being tested, notwithstanding there had been at least four separate incidents leading
to problems with 999 in the past three months.

5.32 It was this failure specifically that the JHAD Reports i ng | e s ocantpletalys bei ng
seri ou

unacceptable” . We agree. Wh a t exacerbates the
comes after JT had already had (a) the knowledge that the service was at risk, leading to the
changes implemented in December 2019 and (b) experience of multiple previous failures
involving the Avaya platform. It had every reason to be cautious, and yet even after months of
problems, careless new errors resulted in risk to safety of life services. Given that history, this
contravention in relation to Incident Six specifically seems to us to have been reckless.

5.33 On the face of its own evidence, JT appears not to grasp fully its own role as the key player in
controlling the CHA and taking responsibility for coordinating its own emergency services

“u

calling infrastructure, as well a s underpinning the services offe
final answer to the questionnai? dharatterisess ent i al |
JT”s role in unduly passive terms, abnd does n
parties’ K and the JHA’ o jointly vilith other stakeholders’ who has the i mport

obligation set under condition 14 of the JT Licence:

JT aim to be a world leading Communication Service Provider, and have invested
in network technology to provide some of the best services possible to our
subscribers. That said, the current Jersey emergency call services can only be
described as lacking due to a failure across all parties to formalise and maintain
the services in line with changing requirements, and now fail to meet the best
practice guidelines and directives that would be expected of a European
state. JT and the JHA have an opportunity to follow the current best practice,
and take the opportunity to implement world leading technologies and services in
emergency call handling to ensure that our Islanders are safe and secure.

JT welcome the opportunity to jointly work with the JHA and other stakeholders in
the establishment of a code of practice, and the development of the emergency
service improvements.3*

B) T s response to que/stionnaire, questions 6 and
34 )T response to questionnaire, answer to q50.

31

NON-CONFIDENTIAL



JCRA

5.34 This evidence makes it clear that JT accepts that its services (both its own emergency services
calls service provided to its subscribers, and/or the services it provided as a CHA to itself and
other operators), during the Relevant Period:

(a)  ‘failled] to meet the best practice guidelines and directives that would be expected of a
European state’

(b)  Did n o follow the current best practice’
(c) Didnot e n s aurlstanddrstara stofe dnd secure’

5.35 |In relation to outages that resulted in complete failure of 999 service across Jersey (i.e. the
most serious sort of incident), these admissionsme a n t ha't it i s absolutely
conduct constitutes a contravention in relation to its own emergency services call service and
that that contravention is of a very serious nature.

5.36 But we do not consider that the JT CHA was outside the reasonable control of the other
licensees, for the purposes of their obligations. The licensees are each free to contract with JT
on whatever terms they wish for the supply of CHA services. They have no regulatory
obligation to use JT. Sure could have, and did not, exercise that control in a way that might
have prevented the outages from affecting its service, or at all. We note that Sure’ svidence
i s that it had a right under its agreement to
view) that obligation was not met by JT. That does not change our analysis. For example, sole
reliance on a right to be informed of a problem falls short of the level of vigilance and control
that we anticipate would be appropriate in the case of an operator outsourcing a key element
of their 999 service.®

537 As a result of the outage, every | icensed ope
found themselves unable to comply with condition 14. Specifically, during these two periods,
and within the scope of this investigation:

(a)  JT was in contravention of condition 14 of the JT Licence; and
(b)  Sure was in contravention of condition 14 of the Sure Licence.

5.38 We do not consider that Sure could be said to have taken “reasonable steps” such that its
contravention could not be the subject of a Direction. In any event, although we consider that
these two Incidents each give rise to a robust legal basis for our Direction, we would issue the
same Direction even if we were relying solely on the analysis in relation to the Sure-specific
concerns about Incidents Three and Four.

“We note that precisely this issue arose in relationK®Mhadf com’” s K
outsourced substantial activities to another operator (BT). In that case, it was accepted by Ofcom that the failures that occurred were by
BT, in the BT network, and that KCOM had secured r iiggthobe to monitor

informed that Sure identifies in this case. It further accepted that KCOM had in fact exercised those rights, pushing to ensure errors were

not made, but was still not successful in preventingt he pr obl em i n ifclidedsfor axampley egullr risk abséssments

and specific commitments to design its network so as to avoid a single point of failure (the problem in that case). In that case, Ofcom

c ons i de Givendall of thembove, we are not satisfied that the actions that KCOM took in setting the terms of the Horizon contract,

and in monitoring BT MSL’s performance of its contractual obligations were sufficient to demonstrate that KCOM took all of the steps in its

reasonable control to ensure the diversity of its emergency call routing’ (at paragraph 5. 11 6andlawWéniotl s t recogn
identical, we think the same type of peas dhsngaapplhiedoinadi meehi s§teas:
displaceo r o b v i aequiEeméntuta meeét its regulatory obligations.
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5.39 We do not consider that JT could be said to have taken “reasonable steps” such that its
contravention could not be the subject of a Direction. As noted above, it is clear that JT failed
to exercise due care in relation to the transition to the Avaya platform.

Outages; condition 2.4(a)

5.40 We also consider that in relation to these outages:
(a)  JT was in contravention of condition 2.4(a) of the JT Licence; and
(b)  Sure was in contravention of condition 2.4(a) of the Sure Licence.

5.41 Again, the contravention is especially serious in relation to JT, who appears simply not to have
realised that it was failing to meet its regulatory obligation to inform the regulator following
an important impairment to its service, despite having all the information at its disposal.

5.42 Inits response to the Authority, JT “accept[s] that it failed to notify the JCRA that the 999
service was not available”.

5.43 Contrary to its submissions that its lack of awareness means it cannot be held accountable,
Sure’ s pob assistéd byahe fadt that it did not know about these outages. Whilst
accepting Sur e’ «dnotinfdinmburs of thesencidentis,ave consider thht
Sure (and other licensed operators) ought reasonably to have known:

(@ That JT’s CHA servi c eforexansple bysauueingang nci ng pr ol
exercising contractual rights that operated effectively to ensure that it was updated or
notified by JT of problems when they arise, or to be kept appraised of any sources of
material risk to the service; and

(b)  Thatits 999 service offered to its customers was failing — for example, by having
monitoring in place.

5.44 Because Sure ought reasonably to have known these facts, its failure to notify the Authority of
them is a contravention of condition 2.4(a).

Sure/JT interconnection failure

Incident Three

5.45 During this incident there was a failure in the interconnection link between JT and Sure,
resulting in all 999/112 calls made on the Sure network during the period 14:50 —23:30 on 9
April 2020 being unable to connect to the JT ECH team. Those calls were consequently not
connected to the emergency services.

5.46 Subsequent to the interconnect failure, the States of Jersey Police requested call data of each
of the licensed operators in Jersey. This revealed that 15 individuals had attempted to make a
total of 47 emergency calls on the Sure network during this 8h 40m period on 9 April.

5.47 The States of Jersey Police made direct follow up calls to each of these 15 individuals in the
aftermath of the incident.
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Incident Four

5.48

During this incident there were intermittent failures in the interconnection link between JT
and Sure, resulting in at least some 999/112 calls made on the Sure network during the period
29 March - 9 April 2020 being unable to connect to the JT ECH team.3 Those calls were
consequently not connected to the emergence services.

5.49 This resulted in 127 calls from individuals who were subscribers to the Sure network being

5.50

5.51

unable to reach the emergency services over the course of the 12 day period. Sure was not
aware this incident at the time.

The reason that Sure was unaware of that failure of 999/112 services was that (as Sure noted
in its evi de n ctherewasan bvérsight dnSurels mant in thay the erfgineer
that logged the fault was not aware that the link was carrying emergency calls traffic”.

The States of Jersey Police undertook a call back process in the case of each of the 127 calls.
36 calls were to the police, 34 to the ambulance service and 2 were to the fire service. 49 calls
were accidental, 1 was a hoax and 5 were made for unknown reasons.

TheAt hority’s anal ysi s

5.52

5.53

5.54

5.55

’

Incidents ThreeandFourr e s ul ted i n subscribers aames Sur e
999/112 services. As such, this incident engaged Condition 14.1 of the Sure Licence. It is

common ground that during at least Incident Three,Sure” s cus t omer s were ent.i

reach 999/112. During Incident Four, the full extent of the impairment is not precisely known

but appears to fal/l s h atratitimesf . t he service bei

Sure made disclosures to the Authority on 10 and 17 April 2020 in relation to the unavailability
of the public emergency call service caused during Incident Three. This notification related to
a 30 minute period and did not address the entire extent of the 8h 40m during which the
emergency call service provided by Sure was unavailable.

The evidence gathered by the Authority is consistent with Sure reporting, promptly and
(based on the information in knew at the time) accurately, in relation to the 30 minute outage
that comprises part of Incident Three.

But it appears not to have been aware that there was a much longer outage arising (the 8:40
outage comprising the full extent of Incident Three) nor that the lengthy intermittent fault
with interconnection link was impairing its 999/112 services (Incident Four). Sure ought
reasonably to have known of both of these facts (for example, it had all the relevant

36 |In their response to question 39 of the JCRA questionnaire (as collated in the 7 July Cognitio Report) Sure refers to a specific list of times
when, upon investigating after the 9th of April outage, they found the link carrying emergency calls had gone down in the previous 14 days
on the Jersey Sure-JT link. On that basis, the Authority concludes that the fault was at least intermittent (and may have been more

preval ent than that). It i s not necessary t o complarmdwtheContition s i ssue

14 in relation to Incidents Three and Four, since intermittent failure constitutes a sufficient ground to conclude that on at least some
occasions, callers were unable to reach the emergency services when they dialled 999/112.
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information within its operations, but failed to put that information together to realise the

’

impactonend-u s er s services)

{dZNE Q& &adzoYAaaArzya

5.56

5.57

As noted, Sure argued that as a result of the Limited Responsibility Argument, it was only
responsible for ensuring that its customers could dial 999 or 112 in the case of an emergency
but that the responsibility for them being promptly connected to the correct emergency
service lay with JT.

Sure accepted some degree of responsibility in relation to Incident Three in so far as the
member of its engineering team that logged the fault in the JT/Sure interconnection was not
aware that the link was carrying emergency traffic calls. However, it referred to this as a
“secondaryissue” and argued that the root cause
with JT:

Of the remaining two issues identified in Annex 3 (as shown as the third item in
the table, which occurred on the 9t April and the fourth item, which occurred
between the 29t March and 9 April) [i.e. Incidents Three and Four], these were
issues that were due to a problem on the Sure-JT interconnect. We have readily
accepted that there was an oversight on Sure’s part in that the engineer that
logged the fault was not aware that the link was carrying emergency calls traffic.
Despite the extenuating circumstances of this happening during the COVID-19
lockdown period, we are very concerned that this did happen given the potential
risk to life and have put measures in place to ensure that all relevant personnel
within the Sure organisation are now aware of the nature of the traffic carried on
our individual interconnect links so that this cannot happen again. We understand
that the root cause of the fault on the interconnect link, however, lies with JT
although we are aware that JT’s supplier, CISCO, would not establish this with
absolute certainty as the CISCO kit had exceeded its support period in 2019. As a
result Cisco were unable to allocate the required R&D resource to review the logs
and help JT to reach a definitive root cause analysis. Certainly none of this can be
attributed to Sure.®”

We would also note that in terms of the previous incidents between the 29
March and the 9 April (the impact of which only came to light following the
discovery of the 9 April incident), we had actually logged an issue with JT on the
30t March regarding a fault with the interconnect link. Under the terms of the
Sure-JT interconnect agreement, JT should have responded within 60 minutes of
us logging the fault with details of the services affected but the log we previously
shared with Cognitio Consultants shows that we had not even had an
acknowledgment from JT to our trouble ticket some four hours later. More
importantly, under the interconnection agreement, JT should have rectified that
fault within 8 hours if it believed that it was service affecting and within 24 hours
if it believed the fault to be non-service affecting. So even if we concede that

37 Sure letter to JCRA dated 5 August 2020
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Sure’s engineer did not convey to JT the critical nature of the services conveyed
over the link and the need to rectify within the 8 hour timescale, JT clearly did not
adhere to the 24 hour timescale for rectification either. Instead, the fault
continued until the 9 April at which time the impact of it was highlighted to Sure
by the Jersey police.

We Qa adzoYAaaAzya
558 J T’ s evidence in r enbtasthatton t o t he same inciden

A single incident with the Sure interconnect occurred on Thursday 9th April 2020.
The issue with emergency call traffic between JT’s CP network and the Sure CP
network was resolved by Sure engineers moving traffic to an alternative
interconnect. JT had no involvement in resolving this issue other than to carry out
some test calls at the request of Sure to confirm the traffic was flowing across the
alternative interconnect in the intended manner.

JT provided a reason for outage report on this matter which was subsequently
submitted to the States of Jersey Police and Sure with the information JT knew at
the time of the outage. An updated reason for outage report was provided to
Sure on 12/06/20 with further detail after further route cause investigation took
place. Sure confirmed to JT on 15/06/20 that they were going to close their
trouble ticket on this incident and would include the information provided by JT.

The root cause of the Sure interconnect issue was related to an IP link flapping
within two nodes in JT’s CP network. This single IP link problem should not have
resulted in an interconnect outage but during the investigation it was discovered;
a) Sure interconnect to JT’s CP network was not resilient preventing the use of an
alternate route and b) the resiliency mechanism within JT’s CP core network did
not work as expected. Further, there was no indication neither on Sure nor JT’s

side that this interconnect was carrying 999/112 traffic.

In addition, some of the involved routers on the JT CP network were reaching an
End of Support date and the Sure interconnect was in the process of being
migrated to a fully resilient new architecture —these works were completed on the
night of 10" April and resolved the problem.

5.59 The Authority considers that even on its own terms, these accounts reveal failures on the part
of each of the operators:

(@ Sure’”s engineer inkteMarchahdeaised it with &, bud Sure didu | t
not have robust processes in place to avoid a single human error from leading to a
critical aspect of that interconnection link — that it was carrying 999 services — from
being recognised. Hence, the problem was not appropriately identified at the time, nor
was the Authority notified of the presence of a failure affecting 999 services,
notwithstanding that Sure had the relevant information within its organisation but
failed to grasp its significance.
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(b) Perhapsas a r e s u lbvi-up actSons faited te havk dué urgency, and the
subsequent exchanges between Sure and JT reveal that neither operator appears to
have treated the issue as being serious.®®S ur e’ s response to the Aut
guestionnaire sets out a list of times, that were discovered after the event (i.e. when
investigating after the 9 April incident) that Sure found that the link carrying emergency

calls had failed in the previous 14 days. That list shows that there were:
(1) Failureson 3,4,5, 7,8 and 9 April;

(2)  Multiple failures on multiple days (for example, 7 distinct periods of failure on 3
April); and

(3)  Failures with durations that range from a few minutes through to several hours.*

(c) J Tvarmus failures are in relation to promptly resolving the fault and also in having
network equipment in operation that was no longer supported and hence, exposed
those who relied on JT —including, in this context, Sure — to additional risk. There also
appears to have been an additional failure of resilience within the JT network (‘the

4

resiliency mechanism within JT’s CP core network did not work as expected’ )

5.60 While we have not sought to pin down the question of which account of these events is
correct( since it is not necessary for t,)wkatiAut hor.i
clear is that the problem identified on 30 March remained unresolved for 12 days. This

appears to be (in Sure’s view) a failure by
restoration. But:

(a) By its own submission, Sure had failed to correctly identify how important fixing the
problem was; and

(b)  Sure did not follow up in a way the reflected the seriousness of the situation or take
other action in a way that would have created urgency towards resolving the issue,
meaning that the problem was unresolved for that 12 days period.

5.61 Perhaps the simplest point to make about these events is that the steps taken by each of the
operators each fails (in different ways) to constitute the type of “reasonable steps” — well-
informed, decisive, proportionate to the risk to consumers and likely to be successful in
resolving the problem - that would come close to meeting the standard necessary to avoid a
Direction in relation to any such contravention.

5.62 Inany event, these matters do not affect the question of whether, during Incidents Three and

Four,Sure was in contravention of condi ti on 14.
either subject to a complete failure for all customers (during Incident Three), or some form of
intermittent failure (Incident Four). Ineith e r c a s e, it wa s notata ser vi
any time’ and so Sure was i n The fachthatrthe voet catsé 06 N o f cor

38 See Sure draft decision at page 40 (Sure questionnaire response, answer to Q39).
39 See Sure draft decision at page 39 (Sure questionnaire response, answer to Q39).
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the problem may have been a failing component within the JT network, or linking the two
networks, does not change that analysis.

5.63 Because it failed to report information that it ought reasonably to have known (or more
accurately, t hat it knew, but in respect of w
information in its operations), the Authority also considers that Sure was in contravention of
condition 2.4(a) in relation to:

(a)  The unreported portion of Incident Three; and

(b)  Incident Four.

5.64 The Authority accepts that) Tfailsresmay we | | have contributed to
albeit not in a way that absolves Sure. However, there is no basis for concluding that JT itself
was in contravention of condition 14 in relat

understanding is that it is common ground that there was no impact on JT ’“own 999/112
service as a result of the problems with the JT/Sure interconnection.

Failover incidents

565 Finally there wer e—Incidemt®ne, InéidénaFivd andyirepart, Incidentc i d e nt s
Six.

566 | n each of these cases, J T s C H Afarleseserious c e f a i |
because, in the event, the States of Jersey Police call centre handled the calls instead.

5.67 Although that outcome changed the impact of those Incidents, the events leading up to them
revealc onsi stent patterns in relation to JT’s fai
platform successfully:

(a) Inrelation to Incident One, the JHAD Report notes that the failure which led to the
incident was caused by issuesari s i ng during configurations o f
undertaken by personnel in JT" lsondon based team.

(b) Inrelation to Incident Five, JT bore direct responsibility for this incident since it was
causedbya failure in t hPeayagpygemfPor mance of J T’ s

(c) Inrelation to Incident Six, the fault arose due to a failure by JT to test components
before introducing them — this has already been discussed in relation to the resulting
complete outages (Incidents Two and (in part) Six).

5.68 As a result of these failures, during these incidents, each of the licensed operators in Jersey
who connected into ECH team at JT, including JT and Sure, were no longer themselves
providing a service to their users, since the 999/112 service being provided to them was not

) HAD Report refers to the causat-mwmRideéengrirgpioon "of Thiei Auit hoirdeyt |
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pursuant to a contractual relationship with JT for CHA services. It was instead being provided

’

by the police on a Good Samaritan

’

basis.

5.69 During those periods, the Authority considers that the licensed operators failed to ensure that
their subscribers were able to contact the appropriate emergency services via the emergency
call service route provided by those operators. The role being played by the police in fielding
calls was not as agent for, or contractor to, any licensed operator. The fact that a third party
stepped forward to deliver the service in an alternative way mitigates the harm that arose as a
result of the contravention, but it does not turn non-compliant conduct by a licensee into
compliant conduct. Accordingly, the Authority considers that in relation to Incidents One, Five
and the remaining portion of Incident Six, both JT and Sure were in contravention of condition
14 of their licences, albeit that the contravention was less serious than the contraventions
that left consumers entirely unable to access emergency services.

5.70 None of the licensed other operators in Jersey, including Sure, appear to have been aware of
these incidents at the time it occurred. None of the other licensed operators, including Sure,
notified the Authority during any of the relevant incidents.

5.71 JT and Sure were both unaware that these incidents had occurred. Neither took any steps to
ensure that the breaches of Conditions 14.1 and 2.4(a) of their respective licences were
avoided.

Summanand conclusions

5.72 Fortunately. no injury or loss of life is known to have resulted as a consequence of any of the
six incidents referred to above. It is nevertheless evident that the failures which led to their
occurrence presented a potential life-threatening risk to the public.

5.73 The table on the followingpages ummar i ses the Authority’s view
each of JT and Sure.

574 I n the Authority’ s vi e wbprokénkdosvn bmeachlicenseeewere:o us ¢ o n
(@) JT:J T’ waresfo aoimgly with:

(1) Condition 14 in relation to Incidents Two and Six (I) (the total outages). The key
factors here ar e Sefvitethat was therogotocduseofthe r t he C
outage, and the significant impact those incidents had on consumers; and

(2)  Condition 2.4(a) in relation to the set of all six incidents. This appears to have
been a recurrent and embedded failure of processes for escalating and reporting
on issues that — as a regulatory obligation — must be reported to the Authority.

(b) Sure:S ur e’ stocbnaply with Cordition 14 in relation to Incident Three and Four.

5.75 We note that in all three of these most serious contraventions, the licensee does not dispute
the facts that are core to our conclusion that there was a contravention. Wh i | s t the Aut hec
conclusions as to whether a contravention has occurred is as set out in the table, it is the most
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serious contraventions listed above which are the most important in deciding what Directions

to issue to each licensee.
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TYPE

Failover

Total outage

T Sure Harm to consumers
JHA # cl14 C2.4(a) c14 C2.4(a)
One YES YES YES YES Minimal — SoJP took calls
Two YES YES YES YES Maximum = No 999 available to anyone

Big impact on Sure customers

Sure outage Three NO YES YES NO for short duration
Sure outage Four NO YES YES YES Unclear. Up to significant impact on
Sure customers for long duration
Failover Five YES YES YES YES .
Minimal — SoJP took calls
Failover Six (1) YES YES YES YES Minimal — SoJP took calls
Total outage Six (1) YES YES YES YES Maximum — No 999 available to anyone
Key: YES Contravention(mostserious) VES Contravention  NO No contraventionfound
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6. The Aut hor danductionsrejidredi s i o n

Summary

61 This section sets dnuespectoheachdlidndhSare.i ty’' s deci si

Breaches of JT Licence

6.2 The Authority concludes that, at various times listed in the JHAD Report during the Relevant
Period:

(a)  JT contravened Condition 14.1 of the JT Licence by failing to ensure thatJ T usess were
at all able to access the public emergency call service in Jersey.

(b) J T’ s contraventi ocno nitsr iebxuatcienrgb aftaecdt obry tthhaet
JT knew was relied on by all Jersey licensed operators, was operated during the
Relevant Period in a way that resulted in multiple failures affecting other licensed
operators and their customers.

(c)  JT contravened condition 2.4(a) in that it failed to notify the Authority that the public
emergency call service was not available during the periods of time referred to in this
decision.

6.3 As well as being a very serious regulatory failure, the Authority considers that the actions of IT
placed the population of Jersey in a position of unacceptable risk as a result of these breaches.

Breaches of Sure Licence

6.4 The Authority concludes that, at various times listed in the JHAD Report during the Relevant
Period:

(@)  Sure contravened Condition 14.1 of the Sure Licence by failing to ensure that all
999/112 calls made by subscribers to the Sure network in Jersey were able to access the
public emergency call service.

(b)  Sure contravened Condition 2.4(a) in that Sure failed to notify the Authority that the
public emergency call service was not available during the periods of time referred to in
Incidents 1-6. The Authority acknowledges that Sure made some disclosure to the
Authority on 10 and 17 April 2020 in relation to the unavailability of the public
emergency call service caused by Incident Three. However, this only related to 30
minutes out of an entire period of 8h 40m on 9 April during which all 999/112 calls
made on the Sure network in Jersey failed. This notification fell some considerable way
short of the type that could reasonably be said to be required in order to satisfy
Condition 2.4(a). Sure failed to make any notification in relation to the period of 12 days
outlined in Incident Four.
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Directions

6.5 The Authority considers that it is appropriate to issue directions pursuant to Article 19(1) of
the Telecoms Law, requiring JT and Sure to carry out steps to ensure that their respective
processes, procedures and governance support their compliance with Conditions 14.1 and
2.4(a) of their respective licences.

6.6 Article 19(1) imposes an obligation on the Authority to give a direction to a licensee to take
steps, or specified steps, to ensure compliance with a licence condition wherever, in the
opinion of the Authority, the licensee is in contravention. For the reasons set out above, the
Authority considers that both JT and Sure were in contravention of Licence Condition 14 and
Licence Condition 2.4(a).

6.7 The duty under Article 19(1) is subject to two express limitations.

(a)  First, by virtue of Article 19(2F) of the Telecoms Law, the Authority shall not give a
direction (or a notification) if satisfied that its duties under Article 7 preclude it from
doing so. The Authority has considered its duties and is of the view that they favour the
giving of a direction in this case.

(b)  Secondly, by virtue of Article 19(2G), the Authority shall not give a direction if satisfied
that the contravention of the condition is trivial or that the licensee is taking reasonable
steps to comply with the condition and to remedy the effects of the contravention.

6.8 The Authority considers that the first of the alternative limbs of Article 19(2G) has not been
met in respect of either JT or Sure. I n the Authority’s view, t he
regarded as trivial. The availability of a public emergency call service is critical to the welfare
of the citizens of Jersey.

6.9 With respect to the second limb of Article 19(2G), the Authority considers that certain steps
have been taken to varying degrees by both JT and Sure in order to comply with Condition 14
of their respective licences and to remedy the effects of the contravention.

6.10 However, the Authority does not consider that these steps are sufficient such as to discharge
the Authority’”s responsibility to jegkherine a Dir
the case of JT or Sure.

JT

6.11 The Authority is satisfied that JT has taken some steps beyond ensuring that the public
emergency call service is available. In particular, furthertotheAut hor i ty’ s psr opos ed
dated 22 July 2020, JT has:

(a) provided access to independent auditors appointed by the Authority to carry out an
audit on the governance and project management that led up to the issues and
incidents identified in the Cognitio report dated 7 July 2020; and
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6.13

Sure

6.14

6.15

6.16

6.17

6.18

JCRA

(b)  provided access to independent auditors appointed by the Authority to carry out an
audit of processes and especially governance that would ensure no future incidents of
this nature occur.

The Authority also recognises that JT has sought to substantially revise its processes in areas
such as governance and project management. For example, the Authority understands that
the JT change management process was revised and re-issued on 1 July 2020.

The Authority nevertheless takes the view that JT must complete and maintain the steps that
it has already taken (for example, in the event that further access is required) and take further
steps to ensure that it robustly complies with the Conditions 14.1 and 2.4(a) in relation to the
future provision of the public emergency call service. The Authority therefore considers that it
is appropriate to issue Directions under Licence Condition 19(1) in relation to JT as set out at
Section 7.

The Authority is not satisfied that Sure has taken sufficient and reasonable action to comply
with Conditions 14.1 and 2.4(a) and to remedy the effects of the contravention.

While Sure has taken steps to ensure that the public emergency call service is available, the
Authority’s i nvest i g anayreamainshnee sindeclyingpcotessed andl
procedures that require assessment within the Sure organisation to ensure that such events
do not occur again, causing a similar impact on such a critical service. Notwithstanding that
Sure disputes the need for such an assessment, in the circumstances of this case it is not
appropriate to (and the Authority could not) simply accept an assertion by Sure that all is well,
without arms-length verification to test that position.

In particular, Sure should:

(a)  provide access to independent auditors appointed by the Authority to carry out an audit
on the governance and project management that led up to the issues and incidents
identified in the Cognitio report dated 7 July 2020; and

(b)  provide access to independent auditors appointed by the Authority to carry out an audit
of processes and especially governance that would ensure no future incidents of this
nature occur.

For the purposes of transparency, the Authority has set out at Annex 2 to this Decision an
outline scope of the points which it considers necessary for independent auditors to address
in order to undertaken the audits into Sure referred to above. This outline scope is merely
indicative and in no way confines the extent of any future independent audits.

Sure had made further submissions distinguishing its position from that of JT and arguing that,
in relation to Incidents Three and Four, it did not suffer from the same sorts of failings as JT:

The statement [in the Cognitio Report] “the investigation has exposed
deficiencies in the change management and project management in both
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619 This point was reiterated in Sure’s addi

6.20

6.21

6.22

6.23

JCRA

operators...” | should not be applied to Sure. It is a factual error to suggest that
Sure had any control over the changes that JT made to its emergency services call
handling platform or capability; all the more so when we were not even made
aware by JT that such changes were taking place. Sure did not have projects
associated with emergency services at the time of these failures, only JT did. It
was JT’s project management and change process failures, not Sure’s.**

ti ona

The Authority accepts t hat J T s fail ures in r

were at the heart of its most serious contraventions, and that each of JT and Sure should be
subject to Directions that are appropriate to their individual circumstances.

But on the facts of this case, the Authority does not accept that there was no element of
concern over project management and governance in relation to Sure. For example:

(a) At least one engineer from Sure was not aware of the routing of its 999 traffic and there
was not an operational process accessible to the engineer in order to identify that
routing;

(b)  Whilst Sure have emphasised that only a single individual failed to realise that the link

was carrying 999 tr af fthethird-pastyprovwdedsGNOEkad d e nc e s

raised the fault earlierbutt h at S ur e didsnot lead  tha fawt being
categorised as high priority as it was carrying 999 traffic;

(c)  Whilst JT had amended its router (without S u r kmdwlkedge) there does not seem to
have been any routine testing between Sure and JT to ensure that Sure traffic was
routed successfully on the primary and back up route to the 999 call handling facility;

(d)  Atacommercial level, Sure did not manage its agreement with JT for the repair and
restoration of interconnect services in a way that avoided these problems. For example,
the evidence about the interactions between Sure and JT about problems with their
interconnection | i nk s udapobresposdur§eatlya ina
timely manner to their issue reports. But nor does that evidence reveal sufficient
ur gency on S ubothoperatersiapbear,to have niiske@ an opportunity
to realise the seriousness of the problem of which they were both aware.

Withoutimplyinga ny equi val ence between the two
not withst asnudbi nmigs sSiuornes',s t here are enough
and processes that the audits set out in the proposed Direction remain appropriate, and
proportionate to the issues identified in this investigation.

I n response to Sulre’ sprsoybemits smiaonm gtehmaetn t
be more significant or have caused more
accepts that this may be true (although it is not necessary for the Authority to reach a
definitive view to reach its Decision). That possibilityd o e s not af fect t

41 | etter from Sure to the JCRA dated 12 October 2020
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7

in each operator S case, there is a sufficien
audit of the type recommended by Cognitio. Nor does the fact that Cognitio recommended

the same diagnostic tool for both operators mean that Cognitio is implicitly expressing a view

that the underlying problems that might be identified using that tool are the same for both

operators. The outcome of two audits with the same broad scope may be very different for

two different operators.

624 The Authority accepts Sure’s submission that
there is a clear and reasonable basis for doing so. In the case of a direction to conduct an
audit, that decision needs to be taken before the results of the audit are known. An
independent audit (the cost of which is funded by the operator) is a widely-recognised and
accepted regulatory tool to secure compliance with specific technical requirements or in cases
involving safety, resilience and risk.*?

6.25 |If Sure is correct in its view that its project management and governance are unimpeachable,
then the audit will bear that out. But even if that occurs, it does not mean that it would be
appropriate for the Authority to take such matters as being accepted without verification,
given the events that led to this investigation and in light of the facts set out in this Decision.
On the facts of this matter, the Authority finds that it is reasonable, proportionate and
necessary to require Sure to conduct both the audits recommended in the Cognitio report, to
establish whether any further issues or problems remain. In considering the proportionality of
that decision, the Authority gives material weight to the fact that if any such problems are
found, that discovery might reduce the chance of further incidents or outages occurring and
hence, protect consumers for further risk or harm. That benefit to consumers substantially
outweighs the savings that would arise from failing to require such an audit be carried out.

6.26 The Authority therefore considers that it is appropriate to issue Directions under Licence
Condition 19(1) in relation to Sure as set out at Section 8.

KPIsn relation to JT and all othercenced Operators

6.27 The Authority has already signalled in its notification letters of 22 July 2020 to both JT and
Sure its intention to issue the KPIs by way of a Guidance Notice to all licenced operators in
Jersey. The Authority intends to do so in due course. The Guidance Notice will set out the
Authority’s view as to the minimum standards
considering future contraventions of condition 14.

6.28 The Aut hor i t yidreaatiopto alficense@ operako® in Jersey are that they:

(@)  maintain network availability such that in any given calendar month the service will be
available at least 99.999% of the time.

For exampl e, section 105C of t he reGuoerametworkarservice ons Act
provider to undergo an independent audit of their security and resilience arrangements, at the provider’s
expense’ (s ee t h eOfcaimigsidanaesorssécurity reduirements in sections 105A to D of the
Communications Act 2003 at paragraph 5.1).
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(b)  provide, or secure, CHA services such that in any 24-hour period, 99% of incoming calls
wait less than five seconds before being answered.

Commornrequirementsfor 999/112in relation to allicencedoperators

6.29

6.30

6.31

Beyond these KPls, the Authority wishes to ensure that the high standards of emergency call
services are supported by robust operational and business practices. This will apply to all
licenced operators in Jersey on whose network an emergency call can be originated, transited
or terminated.

The Authority expects all operators to introduce the following measures for licenced
operators (if they are not doing so already):

(a) To putin place procedures and business practices that are commensurate with the
critical nature of emergency call handling.

(b)  To conduct appropriate risk and business continuity assessments that consider how
best to maintain continuity of service during significant unexpected events which place
substantial pressure on call handling activities.

(c)  Collect and make available reports on call volume and waiting time data to the
Authority on a monthly basis.

(d)  Consistent with existing licence conditions, report immediately any outage or
interruption of the emergency call service to the Authority and the appropriate
emergency service.

The Authority intends to keep under review whether these expectations are likely to be met

7

through operators v farther megulataryyrefoemfis heeded te male r

these mandatory (i.e. via amendments to licence conditions).

Auditing andeview in relation to allcencedoperators

6.32

6.33

6.34

In addition, the Authority also expects that regularly, and at least on an annual basis, all
licenced operators in Jersey satisfy themselves that they audit and review their processes,
networks and systems and that the outcome of internal compliance review and audits are
made available to the Authority.

In the case of calls which handed over between networks, the Authority expects that both
parties responsible for the handover fully co-operate in joint audits and reviews.

Again, the Authority intends to keep under review the question of whether this ought to be a
direct regulatory requirement. However, there is no obstacle to each operator adopting this
approach as good practice and we would expect that, for example, the question of whether to
adopt such an approach arises in the normal course of good corporate governance and risk
management.
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7.1

7.2
7.3
7.4

7.5

JCRA

Direction issued to JT (Jersey) Limited

The Authority directs JT to

(a) DIRECTION 1: Provide access to independent auditors appointed by the JCRA to carry
out an audit on the governance and project management that led up to the issues and
incidents identified in the Cognitio Consultants report.

(b)  DIRECTION 2: Provide access to independent auditors appointed by the JCRA to carry
out an audit of processes and especially governance that would ensure no future
incidents of this nature occur. This audit would be cross-domain and focused on the key
issues identified in Section 8.2 of the Cognito Consultants report.

(c) DIRECTION 3: To carry out 30-minute cycle testing of networks for the foreseeable
future or until such time that a method of assurance for 999/112 services are agreed by
all parties.

JT shall ensure that it complies with this direction with effect from 19 November 2020.
The Authority will provide guidance to JT on the requirements and scope of the audit.

Documentation relating to the outcome of the audits will be made available by the Authority
promptly upon completion of the audit.

JT shall cover the full costs incurred for carrying out the audits detailed in Directions 1 and 2
above.
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8.2
8.3
8.4

8.5

JCRA

Direction issued to Sure (Jersey) Limited

The Authority directs Sure to

(a) DIRECTION 1: Provide access to independent auditors appointed by the JCRA to carry
out an audit on the governance and project management that led up to the issues and
incidents identified in the Cognitio Consultants report.

(b)  DIRECTION 2: Provide access to independent auditors appointed by the JCRA to carry
out an audit of processes and especially governance that would ensure no future
incidents of this nature occur. This audit would be cross-domain and focused on the key
issues identified in Section 8.2 of the Cognito Consultants report.

(c) DIRECTION 3: To carry out 30-minute cycle testing of networks for the foreseeable
future or until such time that a method of assurance for 999/112 services are agreed by
all parties

Sure shall ensure that it complies with this direction with effect from 19 November 2020.
The Authority will provide guidance to Sure on the requirements and scope of the audit.

Documentation relating to the outcome of the audits will be made available by the Authority
promptly upon completion of the audit.

Sure shall cover the full costs incurred for carrying out the audits detailed in Directions 1 and 2
above.
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Annex 1-Evidence relied on by JCRA

JCRA

Services - draft v5

Date Document Notes
10 April 2020 | Email from Sure (Jersey) Limited to the Channel Islands
Competition and Regulatory Authority at 11:27
10 April 2020 | Email from Sure (Jersey) Limited to the Channel Islands
Competition and Regulatory Authority at 18:32
17 April 2020 | Sure (Jersey) Limited Major Incident Report
(MIR:44984) — Interim Report
17 April 2020 | Email from Sure (Jersey) Limited to the Channel Islands
Competition and Regulatory Authority attaching
MIR:44984 Interim Report at 16:14
15 May 2020 | Letter from Jersey Competition and Regulatory
Authority to Sure (Jersey) Limited
18 May 2020 | JHA 999 Service Report — Current Resilience Level and Provided directly by
Related Issues — Future operation of Emergency Call JHAD
Handling Services
1June 2020 | 999 Code of Practice Jersey Telecoms + Emergency Provided directly by

JHAD

12 June 2020

Letter from Jersey Competition and Regulatory
Authority to Sure (Jersey) Limited — Notice of
investigation

17 June 2020

Sure (Jersey) Limited Major Incident Report
(MIR:44984) — Final Report

19 June 2020

Sure (Jersey) Limited response to the Jersey
Competition and Regulatory Authority Questionnaire
on recent Jersey 999 issues — redacted version

Appendix 1 to the
Cognito Report

21 June 2020

JT (Jersey) Limited Response to the Jersey Competition
and Regulatory Authority to Questionnaire on recent
Jersey 999 issues

Appendix 2 to the
Cognito Report

7 July 2020

Cognito Consultants Limited report for Jersey
Competition and Regulatory Authority: Incident report
and recommendations —999/112 Incident in Jersey
During 2020

Annex 4 to Draft
Decision

22 July 2020

Letter from Jersey Competition and Regulatory
Authority letter to Sure (Jersey) Limited — Notification
of a Proposed Direction

22 July 2020

Letter from Jersey Competition and Regulatory
Authority letter to JT (Jersey) Limited — Notification of a
Proposed Direction

31 July 2020

Jersey Competition and Regulatory Authority letter to
Sure (Jersey) Limited — Estimate of Costs: Investigations
into 999 incidents

5 August
2020

Letter from Sure (Jersey) Limited to Jersey Competition
and Regulatory Authority — Response to Notification of
a Proposed Direction

NON-CONFIDENTIAL

50



JCRA

Date Document Notes

5 August Letter from JT (Jersey) Limited to Jersey Competition

2020 and Regulatory Authority — Response to Notification of
a Proposed Direction

19 August Letter from Jersey Competition and Regulatory

2020 Authority to Sure (Jersey) Limited — Extension to Period
for Response to Notification of a Proposed Direction.

8 October Comments from JT to JCRA regarding checking of

2020 factual section of draft Final Decision

12 October Letter from Sure (Jersey) Limited to Jersey Competition

2020 and Regulatory Authority — Sure response to factual
section of draft Final Decision

23 October Letter from Sure (Jersey) Limited to Jersey Competition

2020 and Regulatory Authority — Response to full JHAD

Report
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Annex2 — Sure— Scope of Audit

DIRECTION 1 - Provide access to independent auditors appointed by the JCRA to carry out an audit
on the governance and project management that led up to the issues and incidents identified in the
Cognitio Consultants report.

In assessing the governance and project management which led up to the issues, the audit should
pay particular attention to the following specific issues:

1. The cause of why Sure was not aware that a specific interconnection link between JT and
Sure was conveying emergency call traffic to JT, including:

a. The design and implementation of routing for emergency call traffic;

b. The design and implementation of resilience for emergency call traffic;

c. The recording of routing information for emergency call traffic;

d. The availability of, and access to, routing information for emergency call traffic; and

e. Processes and training relating to Sure staff awareness of emergency call traffic
including processes to be followed in case of a fault relating emergency call traffic.

2. The cause of why Sure was not aware that calls being conveyed on an interconnection link
were not correctly terminating on JT' s net wo |
a. The design and implementation of call routing on interconnection links;
b. The availability of monitoring on interconnection links; and
c. The availability of monitoring for the end-to-end provision of emergency call services

3.Sure’”s monitoring of compliance with conditi
including:
a. Processes to escalate failure to meet conditions of interconnection agreements;
Process to monitor compliance with interconnection agreements; and
c. Roles and responsibility relating to monitoring and enforcement of interconnection
agreements.

4. The role of the third-party provided GNOC in the monitoring and reporting of network faults
and incidents; including

a. Process to monitor notifications from the third-party provided GNOC;
The third-party provided GNOC ' s access t o k ey net wor k
network elements supporting emergency call services;

c. Process to escalate notifications received from the third-party provided GNOC; and
The cause of why the notification from third-party provided GNOC did not correctly
identify that the fault was service affecting (and specifically affecting emergency call
services).
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5. The change management process followed and relevant notifications and correspondence
between JT and Sure relating to the network changes that JT implemented on the
interconnection link prior to the 999 service outage incidents.

6. Sur e’ s provisions for the cediotbreorinectiotlinkmmo ni t or i 1

DIRECTION 2 - Provide access to independent auditors appointed by the JCRA to carry out an audit
of processes and especially governance that would ensure no future incidents of this nature occur.
This audit would be cross-domain and focused on the key issues identified in Section 8.2 of the
Cognito Consultants report.

In assessing the processes and governance that would ensure no future incidents, the audit should
pay particular attention to the following specific issues:

1. An understanding of what measures Sure has put in place since the emergence call failure
incidents and the JCRA investigation commenced in order to mitigate any similar outages
occurring in the future. This will include an assessment of the following:

a. The technical changes that have been put in place in relation to design and
resilience;

b. The monitoring and measuring processes that have been put in place specifically for
emergency calls;

c. The changes have been made to the governance of projects as a result of the
outages;

d. The contractual discussions have taken place with JT to ensure Sure provides an end
to end service for emergency calls in line with their licence condition (forwarding
calls from the CHA to the correct emergency service).
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